10S CONFIGURATION CHEAT-SHEET
OFICIALNY CHEAT-SHEET PRE PRAKTICKU KONFIGURACIU

Ucel dokumentu

Tento dokument sldZi ako rychla referencna pomocka pre zakladnu konfigurdciu sietovych zariadeni
Cisco 10S. Obsahuje najcastejSie pouzivané prikazy a postupy potrebné pri praktickej konfiguracii

zariadeni v laboratornom prostredi.

Cheat-sheet je urceny vyhradne na podporu prace pocas konfiguracného findlu a praktickych cviceni.

Povolené poufitie pocas zapocCtu (konfiguracie).

Pocas zapoctu je povolené pouZivat vyhradne tento cheat-sheet v tlacenej podobe.

Nie je dovolené:

*  pouivat mohilné telefony ani iné elektronické zariadenia,

*  poufivat'vlastné poznamky alebo digitdlne materialy,

*  komunikovat's inymi Studentmi,

» akoukolvek formou opisovat alebo zdielat rieSenia.

Zékaz fotografovania a kopirovania zadania
PoCas zapoctu je prisne zakdzané:

* kopirovat zadanie,

» fotografovat zadanie,

« akymkolvek sposobom zaznamenavat' alebo
prenasat obsah zadania.

Akékolvek porusenie tohto zakazu ma za nasledok
okamfité vylicenie z predmetu.

Akademicka integrita a pravidla predmetu

Na predmete plati prisny zakaz podvadzania pocas
zapotu a zaverecnej skusky.

Ak bude Student prichyteny pri podvadzanti:

* bude okamiite vyluceny z daného cvicenia,

* 70 skusky ziska hodnotenie 0 bodov.

Y pripade %Fakvovania podvodu na nahradnom
ermine bude Student automaticky vyradeny z

redmetu. Podvod je vedomé rozhodnutie
studenta, za ktoré nesie pInd zodpovednost.

Cheat-sheet bude poskytnuty na zapocte. Nie je potrebné ho tlacit.
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10S REZIMY A ORIENTACIA ZAKLADNA KONFIGURACIA ZARIADENIA
> enable (config)# hostname <hostname>
# configure terminal (config)# enable secret <password>
(config)# exit (config)# enable password <password>

(config)# service password-encryption
(config)# no ip domain-lookup

KONZOLA A LOKALNY PRISTUP

El (config)# line console 0 r
EY (Config-1ine)# password <passwords UKLADANII?AMAZANIEKONFIGURACIE
> (config-line)# login # copy runn%ng-conﬁg startup-config
] (config-line)# logging synchronous # copy running-config tftp
(config-1line)# exec-timeout <minutes> <seconds> # erase startup-config
BANNER A BEZPECNOSTNE POLITIKY ROZSAH ROZHRANI

(config)# banner motd *<text>* (config)# interface range <portl> - <port2>

(config)# security password min-length <length>
(config)# login block-for <seconds> attempts <count> within <seconds>

(config-1line)# login local
(config-1line)# transport input ssh

=4 VZDIALENY PRISTUP (SSH) VZDIALENY PRISTUP (TELNET)

4 Priklad: Bezpecny vzdialeny pristup spravcu Priklad: Vzdialeny pristup na zariadenie

= (pozn. nesifrované, nikdy nepouZivat)

W (config)# username <username> password <password>

;E (config)# ip domain-name <domain> (config)# line vty <start> <end>
L (config)# crypto key generate rsa (config-1line)# password <password>
=4 (config)# line vty <start> <end> (config-1ine)# login

=

>

KONFIGURACIA ROZHRANI (IPv4)
Priklad: FastEthernet0/1 pripojeny do LAN VER":"(A&NE (SHOW) PRiKAZY

(config)# interface <interface-type> <number> Poznamka: Z vyssieho modu pouZite prikaz do
(config-if)# description <description>

(config-if)# ip address <ipv4-address> <subnet-mask>
(config-if)# no shutdown

show running-config

show ip interface brief
show ipvé interface brief
show ip route

show ipv6 route

show vlan brief

show interfaces trunk
show port-security

show standby brief

KONFIGURACIA ROZHRANI (IPv6)

Priklad: FastEthernet0/1 pripojeny do LAN
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(config)# interface <interface-type> <number>
(config-if)# ipvé address <ipv6-address>/<prefix-length>
(config-if)# ipvé address <link-local-address> link-local

VLAN MANAGEMENT (MANAGEMENT IP)

Priklad: ManaZment prepinaca cez VLAN 1

(config)# interface vlan <vlan-id>

(config-vlan)# ip address <ipv4-address> <subnet-mask>
(config-vlan)# no shutdown

(config)# ip default-gateway <default-gateway-ip>

v

PORT SECURITY

Priklad: Zabezpecenie portu Fa0/10 pre 1 PC

(config)# interface <port>

(config-if)# switchport port-security maximum <count>

(config-if)# switchport port-security mac-address sticky

(config-if)# switchport port-security violation <protect | restrict | shutdown>
(config-if)# switchport port-security

ZABEZPECENIESW | MANAZM. VLAN
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STATICKE SMEROVANIE

LOOPBACK A CDP

VLAN KONFIGURACIA (ACCESS PORT) TRUNK KONFIGURACIA

Priklad: Port Fa0/10 pre oddelenie SALES (VLAN 10) Priklad: Trunk medzi switchmi na Gi0/1

(config)# vlan <vlan-id> (config)# interface <port>

(config-vlan)# name <vlan-name> (config-if)# switchport mode trunk

(config)# interface <port> (config-if)# switchport trunk native vlan <vlan-id>

(config-if)# switchport mode access
(config-if)# switchport access vlan <vlan-id>

ROUTER-ON-A-STICK (INTER-VLAN ROUTING) MLS / L3 PREPINAC (SVI)

Priklad: Routing VLA 10 cez Gi0/0.10 Priklad: Smerovanie medzi VLAN 10 a VLAN 20 (pozn. Rozhranie
prendsajlce viac VLAN musf byt trunk)

(config)# interface <interface>

(config)# no shutdown

(config)# interface <interface>.<vlan-id>

(config-subif)# encapsulation dotlQ <vlan-id> [native]

(config-subif)# ip address <ipv4-address> <subnet-mask>

(config-subif)# no shutdown

(config)# ip routing

(config)# interface vlan <vlan-id>

(config-if)# ip address <ipv4-address>
<subnet-mask>

(config-if)# no shutdown

Y| MLS/ L3 PREPINAC (SMEROVANE
DHCPv4 SERVER
Priklad: DHCP pre siet 192.168.10.0/24 ROZHRANIE)

Priklad: Smerovanie cez fyzické rozhranie prepinaa
(config)# ip dhcp excluded-address <start-ip> <end-ip>

(config)# ip dhcp pool <pool-name> (config)# interface <port>
(dhcp-config)# default-router <default-gateway-ip> (config-if)# no switchport
(dhcp-config)# dns-server <dns-server-ip> (config-if)# ip address <ipv4-address>
(dhcp-config)# network <network-address> <subnet-mask> <subnet-mask>

(config)# no shutdown
DHCP RELAY )
Priklad: Relay na rozhrani Gi0/0 SLAAC

Priklad: IPv6 adresovanie pre siet 2001:db8:0:1::/64
(config)# interface <port>

(config-if)# ip helper-address <dhcp-server-ip> (config)# ipv6 unicast-routing

HSRP - REDUNDANTNA BRANA

Priklad: Virtudlna brana pre LAN

(config)# interface <port>

(config-if)# standby <group-number> ip <virtual-ip>
(config-if)# standby <group-number> priority <priority>
(config-if)# standby <group-number> preempt

STATICKE SMEROVANIE (IPv4 a IPv6)

Priklad: Smerovanie do vzdialenej siete

(config)# ip route <network> <subnet-mask> <next-hop-ip | exit-interface>
(config)# ipvé route <prefix> <next-hop-ip | exit-interface>

DEFAULT ROUTE (IPv4 a IPv6)
Priklad: Smerovanie do internetu

(config)# ip route 0.0.0.0 0.0.0.0 <next-hop-ip | exit-interface>
(config)# ipvé route ::/0 <next-hop-ip | exit-interface>

CDP - OBJAVENIE SUSEDOV

LOOPBACK ROZHRAN'E # show cdp neighbors

Priklad: Logické rozhranie pre routing/ID # show cdp neighbors detail
(config)# cdp run

(config)# interface loopback <number> (config)# no cdp run

(config-if)# ip address <ipv4-address> <subnet-mask> (config-if)# cdp enable

(config-if)# no cdp enable




